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ABSTRACT
In thiswork our aim to achieve a high through put compact. AES S-Box with
minimum area consumption. To improve architectures are proposed for
implementation of S-Box and Inverse S-box needed in the Advanced Encryption Standard
(AES). Unlike previous work which rely on look-up table to implement the Subbytes and
Invsubbytes transformations of the AES algorithm the proposed design employs
Combinational logic only for implementing Subbytes (S-Box) and InvsubBytes (Inverse S-
Box). The resulting hardware requirements are presented for proposed design and
compared by ROM- based and Pre-Computation technique and improve with this two

technique a new techniqueis Galoisfield arithmetic. _
K rds- Advanced Encryption Standard, VL SI architectures, Data Encryption, S-Box,
Sub-byte Encryption

INTRODUCTION
The AES algorithm is a symmetric block ¢

! round function isper- formed
cipher that processes data blocks of

iteratively 10, 12, or 14 timesJepending

128 bits usinga cipher key of length
128, 192, or 256 bitsEach data block
consists of a 4 4 array of bytecalledthe
state, on which the basioperationsof
the AES algorithm areperformed. The
AES encryp-tion/decryption procedure
is shown in Fig. 1. After an initial round
key addition, a roundunc-tion consisting
of four different transformations-
SubBytes(), ShiftRows(), MixColumns(),
and AddRoundKey() — is applied to the
data block (i.e., the state array).
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on the key length. Note that in the last
round MixColumns() is not applied. The

four transfor- mations are described

briefly as follows [1]:

e SubBytes():a nonlinear byte
substitution that operates
independentlyon each byteof the
state using aubstitutiontable (the
S- Box)

e ShiftRows():a circular  shifting
operation onthe rows of the state
with different numbers of bytes
(offsets)

- MixColumns(): the operation that
mixesthebytes in each column by the
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multiplication of the state with a fixed
polynomial modulox4 + 1.

e AddRoundKey(): an XOR
operationthatadds a round key to the
state in eachitera- tion, where the
round keys aregeneratedduring the
key expansionphasesmoothly changing
the other properties. The major properties
of concern as far as a speech signal is
concerned are its pitch and envelope
information

The decryption procedureof the AES is
basi- cally the inverse of each
transformation (Inv&ub- Bytes(),
InvShiftRows(), InvMixColumns(), and
AddRoundKey()) in reverse order.
However, the order of InvSubBytes()
and InvShiftRows() is indifferent. The
decryption procedure thus can be
rearrangedas shown in Fig. 1, where
thelnvRoundKeyisobtainedby applying
InvMix- Columns() to the respective
original RoundKey [1]. Such atructural
similarity in both the encryption and
decryption procedures makelsardware
implementation easigfisy ;g ronym)

The SubBjytes(ransformation(S-Box
which consists of
amultiplicative inverseover GE(28) and
an affine transform, is thenostcritical
part of the AES algorithm in termef
computationakomplexity. However, the
S-Box operationis required for both
encryption and key expansion.
Conventionally, thecoefficientsof the
S-Box and inverse S-Box are stored in
the LUTs, or a hard-wired

multiplicative inverterover GF(28) can
be used, together with amaffine
transform circuit. A dedicatedinverter,
however,has a high area overhead. We
propose an effi- cienimplementation
by a transformationof the S-Box over
the finite field.

ISSN: 2277-5528

METHODOLOGY
Composite Field Arithmetic

The non-LUT-based implementations of the
AES algorithm are able teexploit the
advantageof subpipeliningfurther. Never-
theless, these approachesmay have high
hardware complexities. Although two
Galois Fields of the same order are
isomorphic, the complexityof the field
operations may heavily depend on the
representations of the field elements.
Composite field arith- metic can be
employed to reduce the hardware
complexity. We call two pairs

b

and a composite field [12] if

«  GF(2) is constructed from by GF(2)
Q(y)

« GF ((2)™ is constructed from by
GF(2") P(x).

Composite fields will be denoted by ,
GF (&Y™ and aconposite field GF
((2"™) is isomorphic to the field GF{pfor
k=nm. Additionally, composite fields can be
built iteratively from lower order fields. For
example, the composite field GFP(3 of
can be builtiterativelyfrom GF(2) using the
following irreducible polynomials [7]:

GF (2?) —» GF(2) txi+ r+ 1

GF(2%*% — GF @9) xtE o+ o
GF22) —» G225 2+ x + 4

Wheree = {10}, and\ = {11001,

Meanwhile,an isomorphic mappintunction
Jtr) and its inverse need to be applied to
map the representation of an element in
GF(?) to its compositdield andvice versa.
The 8 x 8 binary matrix are decided by the
field polynomial GF(2) of and its
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composite! fields. Such a matrix can be
found by the exhaustive-search- based
algorithm in  [12].The &  matrix
correspondindo p(x)= ¥+x*+x*+x+1and the
field polynomials in (7) can béound as
below:

=
Il

cCoocooo o)
CROREE e
CRRERHRRL OO
DRrRrRREROR OO
HFRrRRODODOOD
DR OOoODRrRO =
L=

Taking the isomorphic mapping into
consideration, not all the transformations
in the AES algorithm are suitable to be
implemented in the composite field. In
order to fa- cilitate substructure sharing,
the constant multiplications in the
MixColumns/InvMixColumns

transformation are im- plemented by first
computing {02} S;; {04} 16, S; and {08},

S then adding those terms corresponding
to the nonzero bits in the constants. For
example, the constannul- triplication of
{Ob} s ={00001011} can be computed by
adding $; {02} Si; and {08}16S; . In this

Fig. 1. The AE&lgorithm.(a)Encryption structurgb) Equi\\;glgntdecryption structure.

approach, the {02} {02}16 S {04} 16, S;
and {08hs, S; can be computedby
adding.In this approachthe and can be
computed once and shared by all the
constant multiplications. Meanwhile, the
number of terms, which need to be added is
determined by the number of nonzero bits in
the constants. Using thiematrix defined in
(8), constant multiplications of {02} and
{03} 16in GF(®) in the MixColumns are
mapped to constant multiplicatios of {5§}

and {5ehs In the composite field,
respectively. Although  the hardware
overhead of the mapping of constants can
be eliminated by computing the mapping
beforehand, the composite field
representations of {02} and {03} have
more nonzero bits, which makes the
constant multiplications more expensive.
The same argument also holds for the
constant multiplications used in the InvMix-
Columns transformation, where {0Q}
{Ob} 16, and {Oehs are mapped to {753},
{2a}16, and {57} in the composite field,
respectively. The only exception is that the
composite field representation of {0d}
which is {09};6has one less nonzero bit, but
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Fig. 3. Implementation of the SubBytes Transfdioma

this is offset by the larger number of SIMULATIONAND RESULTS

nonzero bits in the composite field

representations of the other three constants.  |n this Section, FPGA implementation
Furthermore {10}6S;j {20} 16,S,j and {10}hs and results of given architectures for S-
Sjalso need to be computed as a pox implemented on Xilinx XC3S400-5
result of the higher weight device are listed. Xilinx ISE 9.2 is used
nonzero bits in {75} {2a}1s and to synthesize the design and provide
{57} 16 which adds more complexity to the post placement timing results. Table
hardware implementations. Therefore, it is below showing the area consumed by
more  efficient to implement the  various s-box architectures:
MixColumns/InvMixColumnsin the original

field GF(%). The ShiftRows/InvShiftRows is SBOX | REGISTER | XOR

a trivial transformation, only cyclical PCT-BASED| 133 952
shifting is involved, and thus its
implementation does not depend on the
representa- tion ofGalois Field elements. Table 1: Comparison of Various S-box architecture
Meanwhile, the field addition, whichis

simply XOR operation, has the same CONCLUSION

complexity in the composite field and the

original field. Additionally, the affine/inverse In this paper, the AES algorithm are
affine transformation can be combined presented. In order to explore the
with the inverse isomorphic/isomorphic  SubBytes/InvSubBytes is imple- mented by
mapping. Based on the above observations, combinational logic to avoid the
it is more efficient to carry out only the unbreakable delay of LUTSs in the traditional
multiplicative inversion in the designs. Additionally, composite field
SubBytes/InvSubBytes in the composite arithmetic is used to reduce the hardware
field, while keep the rest of the complexity and different approaches for the

transformations in the original field GF}2 implementation of inversion in subfield are
compared. As an example of our

GF- BASED| 92 100
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proposed architecture,
encryptors using 128-bit key are

implemented on FPGA devices.

Decryptors can be easily incorporated by
using the encryptor/decryptor round unit
architecture presented in this paper, and
we expect the throughput will be slightly

lower than the encryptor-only

implementations. Meanwhile, using other
key lengths can be implemented by
adding more copies of round units and
modifying the key expansion unit slightly.

Furthermore, the number of round units in
a loop can be reduced to meet the
requirements of small area applications.

fully subpipelined
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